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What I'm trying to accomplish: Setup a Web API that consumes a third-party service. For the third-party service to be able to
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authenticate to the Web API, the third-party service requires an IP-based token (i.e., the token should only work from a single
server), so it can restrict access to the third-party service. This token will only be used for a limited time and must be kept secret

(i.e., not sent to the third-party service via standard HTTP headers). What I've tried so far: A third-party application is
consuming my Web API. My third-party application, when creating a new request to my Web API, sends an HTTP header with
the IP address that the request originated from. The Web API is configured to verify this header. If the IP address is a private IP

address, the request is sent to my own Web API, which in turn returns a 401 Unauthorized error. If the IP address is not a
private IP address, the request is accepted, but the third-party application receives an HTTP response with the WWW-

Authenticate header. What I'm wondering is: Is what I'm trying to do even possible? What is the standard for creating a token
that will be presented to a third 82157476af
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